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ABSTRACT

An IoT platform is a multi-layer system that enables linked device automation.
IoT platforms are enabling software that connects various hardware devices,
access points, and networks to other sections of the value chain. Virtual objects
are now essential in any IoT platform. In this work, we design and create a cloud-
based IoT platform that allows users to register and initialize virtual objects, then
consume them via the IoT marketplace and integrate them into IoT applications.
The proposed IoT platform differs from previous IoT platforms in that it provides
both hardware and software services on a single platform. The proposed IoT
platform is distinct from the IoT marketplace where users can buy and sell virtual
things. Based on virtual items in CoT, IoT platform and IoT marketplace
experiments are undertaken. The proposed IoT platform is easy to use, secure,
and trustworthy. An IoT testbed and a case study for reusing virtual objects in a
residential environment are developed. It allows for virtual object discovery and
sharing. Virtual objects can monitor and operate IoT devices.
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INTRODUCTION

The Internet of Things (IoT) is a network of physical items that collect and share data. IoT is
vital in many areas such as transit, education, healthcare, and banking (Truong and
Dustdar, 2015). It mixes heterogeneous and versatile items with varying communication and
computational capabilities to get insight into a network's physical reality. With IoT, devices
can now communicate remotely via smartphones, tablets, or laptops with wired or wireless
Internet connections. Smart environments require embedded IoT devices with limited
resources (Xia et al., 2012). Network bandwidth and power usage are critical. We introduce
low-power and low-bandwidth IoT devices and protocols.

The Internet of Things (IoT) allows developers to connect software to physical devices on a
wide scale (Achar, 2017). Smart grids and transportation networks are examples. These
applications necessitate real-time controls, big data centers, and fast processing. The internet
of things can meet these needs (CoT). CoT provides the platform for IoT device integration
(Adusumalli, 2016Db).
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This is achieved by locating and constructing the most appropriate virtual objects (Dehury
and Sahoo, 2016). Context-aware systems must learn system behavior through the constant
association of virtual and real-world objects. The web of objects (WoO) virtualizes real-
world items using semantic ontology to address these issues.

Previously, scientific application developers (Achar, 2016) had to pick between local
workstations, clusters, supercomputers, and networks. Each of these alternatives has
various availability, performance, and cost compromises. Cloud computing has recently
gained popularity among scientists as a possible alternative for scientific applications.

These days, IoT is confronting various obstacles. The present interaction model is a human—
object. Changing the human-object interaction model to object-object interaction is a huge
task. Objects will autonomously interact to deliver composite services. Objects must be
aware of their context in order to run applications and interact with their surroundings.
Integrating the digital and physical worlds is one of computing's key goals. In the age of
integrated electronics, we now have smart things. Smart items may communicate with both
digital and physical objects.

LITERATURE REVIEW

In recent years, IoT application implementation has exploded in areas like automotive,
utilities, health, logistics, and home automation (Pasupuleti, 2015a). The growing number of
devices necessitates developing cloud middleware for handling sensors and actuators.
There are open source IoT-Frameworks to distribute and process data (Borgia, 2014). Much
study has been done on IoT and cloud computing (Adusumalli, 2017a). The project seeks to
bridge a gap highlighted in previous methodologies by combining cloud computing with
IoT concepts. Because items are heterogeneous, IoT and cloud computing arose to overcome
challenges (Pasupuleti, 2015b). CoT can manage, aggregate, and store data for large-scale
IoT platforms (Adusumalli, 2016a).

Researchers are shifting to edge computing. Edge computing meets IoT delay requirements.
A distributed computing paradigm where processing is done on dispersed device nodes
called smart devices or edge devices rather than a centralized cloud environment (Ray,
2016). FOCAN is a multi-tier architecture in which apps operating on things collaboratively
compute, route, and communicate via smart city environment (Adusumalli, 2017b).
Kelaidonis et al. provide a framework for RWO virtualization and administration (Achar,
2015). The framework functions on three levels. This enables for clever and adaptable
applications at each level. The framework explains the heterogeneity of many devices or
objects while boosting dependability and considering multiple users' perspectives.
Integrated virtualization has shown to be a cost-effective and time-saving tool (Pasupuleti,
2016b). A stable association between virtual items and real things allows for intelligent
service provisioning in IoT infrastructure (Pasupuleti, 2015¢c). To address these issues, the
web-of-objects (WoO) virtualizes real-world items. The learning model is a composite
virtual object generated by merging numerous virtual object functions (Adusumalli &
Pasupuleti, 2017).

|IOT PLATFORM BASED ON INTERWORKING |IOT MARKETPLACE

This portion of the article describes the proposed IoT platform and IoT marketplace
architecture. Figure 1 displays the suggested system architecture. The system has three
layers: physical, repository, and application service. Sensors and actuators are part of the
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physical layer. Sensors detect events in the environment, such as temperature, humidity,
and pressure. Actuators control a device using a command or signal. Actuators control
equipment like lights, fans, and motors. The MQTT protocol connects the physical and
repository layers. Physical IoT devices can publish and subscribe to messages. Sensors send
data to a MQTT broker, while actuators subscribe to a specific topic.
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Figure 1: IoT platform and control service mechanism

The repository layer configures, installs, and deploys IoT platforms. Our app was deployed
via Amazon Web Services (AWS). The webserver runs on Ubuntu. The IoT device
registration data is stored in a MySQL database. Only authorized users can register IoT
devices on the market. The registration process verifies an IoT device. The IoT platform
receives acknowledgment of registration. The user can adjust the IoT device's visibility to
public or private. The application service and the repository layer communicate through
HTTP.

IoT Marketplace is accessible via the application service layer's web interface. The
application service layer controls the service. The IoT marketplace allows users to quickly
monitor and control IoT devices.

PROPOSED SYSTEM SEQUENCE DIAGRAM

The user logs into the client application and inputs their credentials (username and
password). Authorization is needed to retrieve data from the server. The server creates an
access token after the user is authenticated. The user enters IoT device details including
name, type, IP, and MAC. A POST request verifies IoT device meta-data and access token.
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The web server responds. If the IoT device is verified, it notifies the client application. After
user authorization and IoT device verification, it sends a POST request to the IoT
Marketplace through RESTful API. The IoT devices' visibility can now be changed to public
or private. IoT Marketplace handles the request and stores the data. It acknowledges the
webserver. The client application is notified of successful registration.

Either make the IoT gadget public for anyone to use or private for the owner only. The user
first gains access to the IoT marketplace. To log in, the user inputs their user name and
password. Invalid credentials mean the user submitted the wrong username or password.
Invalid credentials alerts the user. A session is generated for the user who has successfully
signed in. IoT devices are listed for the user. They can be monitored and regulated once
found. A sensor selected by the user obtains its values, e.g.,, a BME280 sensor sends
temperature, humidity, and pressure values to the IoT marketplace. If the user selects
actuator, the actuator must be turned on or off. It will send the command through MQTT to
the IoT device. The IoT device will be subscribed to a certain subject. Perform the action and
notify the user.

CONFIGURATION OF THE PROPOSED SYSTEM

The proposed system works in five steps: (a) verification and authorization of embedded
IoT devices. (b) Registration of the IoT device on the IoT marketplace. (c) Discovery of IoT
device. (d) Access to IoT device via virtual object. (e) Data exchange.

Authorization and Verification

Step 1 authorizes and verifies individuals and IoT devices. Any user can access web services
if the URL and input parameter are revealed. To prevent unauthorized access to APlIs, the
proposed system leverages OAuth 1.0 authentication at checkpoints. OAuth 1.0 requires
three steps to authenticate. It starts by sending a POST request to get a request token. The
user then submits the token and secret as a query parameter to the IoT platform's
authorization URL. If the user agrees, an access token is generated. The access token allows
the user to retrieve data from the server. After permission, the user can provide device
information such as name, kind, IP, and MAC address and submit a POST request to the
web server. The web server verifies the device details.

Registration of IoT Device

Step 2 involves registering the IoT device on the IoT platform. The registration request is
sent to the IoT Marketplace. The IoT devices' visibility can now be changed to public or
private. Private mode is for personal use of IoT devices such as monitoring or controlling
appliances. Any IoT device can use the public mode. The public can watch but not control
IoT devices in public mode (Adusumalli, 2018). Only the device's owner may control it.

Discovery of IoT Device

Step 3: Find IoT devices. Unregistered users can access public mode IoT devices. In order to
find private mode IoT devices, the user must first log in. An IoT marketplace dashboard
appears after successful login, displaying registered private and public IoT devices. Users
can search for IoT devices. Get the list of registered IoT devices.

Access to IoT Device

IoT platform control service method (Step 4), it allows access to IoT devices. Only the public
can monitor public IoT devices. Except for the owner, public IoT devices are private. The

Page 88 Volume 7, No 1/2018 | AASF



Asian Journal of Applied Science and Engineering, Volume 7, No 1/2018 [SSN 2305-315X(p); 2307-3584(e)

owner of a private IoT device can monitor and operate it from the IoT marketplace
dashboard. Sensors and actuators are two categories of IoT devices. The sensor is a device
that detects events in its environment and sends the data to other devices for use. Sensors
include temperature and motion sensors. An actuator is a machine component that controls
a mechanism or system. An actuator needs a control signal and a power source to work. An
actuator is a device that allows a control system to act on an environment. Users can watch
and read sensor readings, such as temperature from a sensor installed in an environment.
For example, users can turn off a fan or turn on an LED. The actuator receives the command
via MQTT protocol. The actuator interprets the command and executes it.

Data Exchange

RDF is a framework for describing web resources (Pasupuleti, 2016a). RDF is meant to be
read by computers. RDF is a web data exchange standard. The fundamental reason for
adopting RDF in the proposed system is to facilitate information interchange between
machines running different operating systems and application languages. The proposed
system can find, share, and store resources. So we used RDF for resource discovery, sharing,
and visualization on the IoT marketplace. RDF is a standard for encoding, exchanging, and
reusing meta-data. It comprises device ID, kind, and title information. The resource's meta-
data can be decrypted and displayed in the IoT market. The IoT marketplace allows servers
and clients to effortlessly exchange data using RDF/XML.

SYSTEM DEVELOPMENT AND TESTING

Figure 2 depicts the suggested system's development model. The IoT platform and IoT
marketplace are two sub-systems of the overall system. Both technologies are cloud-based.
We used AWS cloud computing. The IoT platform and IoT Marketplace were deployed on
the Amazon elastic computing cloud (EC2). The Ubuntu 16.04 OS runs a web server and
hosts apps. The suggested system has three layers: application, repository, and context
acquisition and control. In the acquisition and control layer, we used two IoT devices (LED
and Fan) and one Raspberry Pi as actuators. LED and fan are connected to GPIO pins on
Raspberry Pi. The ubuntu 16.04 web server has a MQTT broker installed. A MQTT broker is
used to publish and subscribe to messages. Topics might be content-based, topic-based, or
type-based. Topic-based is our proposed system. Topic-based has a predetermined set of
themes. A broker publishes and subscribes messages. The repository and control layer
communicate using MQTT. Because there are so many messages being published and
subscribed to, we employed the concept of a distributed broker. The distributed broker
relieves the central broker. Various IoT devices are handled by each distributed broker.

The development model employed a Raspberry Pi 3 Model B for context acquisition and
control. Actuators include LEDs and fans. The fan is connected to GPIO pin 24. Then they
are listed on the IoT Marketplace. Registration requires authorization and verification. Only
authorized people need authorization. Authorization requires a username and password.
Responding with an access token. For registration, the user submits device details and an
access token. Each IoT gadget has a topic. IoT Marketplace sends commands to actuators
through MQTT. The command could turn the IoT gadget on or off. The repository layer
consists of the configuration, the installation of a web server, and the deployment of the IoT
platform and the IoT Marketplace.. The repository layer is responsible for storing the
metadata of Internet of Things devices. Communication between the physical layer and the
repository layer is accomplished through the MQTT protocol. The registration of IoT devices
is accomplished through the usage of RESTful APIs.
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Figure 2: Development model of IoT platform and control service based on the interworking
IoT marketplace.

It is possible to access the IoT Marketplace using a user-friendly web interface that is
provided by the application service layer. Users can monitor and operate IoT devices
through the Internet of Things marketplace. In the following section, you will learn how the
Internet of Things platform works in a household environment through the use of a case
study.

EXPERIMENTAL ENVIRONMENT

This section describes the study's experiments. Each IoT device has GPIO pins. GPIO pin 23
is for LED and GPIO pin 24 is for Fan. A cloud web server connects the devices. AWS is a
cloud provider. Our solution uses Amazon Elastic Cloud Computing (EC2). The IoT
platform and IoT AppStore are installed on Ubuntu 16.04 server. The data is stored in
MySQL. The data storage includes registered users, IoT devices, and associated metadata.

WebStorm is a software development tool. WebStorm is used for client-side JavaScript
applications. Sublime Editor is used for IoT platform and IoT Marketplace web pages. The
Raspberry Pi uses Python to register, connect, and access IoT devices. Thonny is a Python
programming tool. FileZila is a program that transfers files from client to server.

Our IoT platform is MVC. This architectural pattern divides an application into three basic
logical components: model, view, and controller. These components are designed to handle
specific application development tasks. MVC is a popular web development framework for
creating scalable and flexible projects. Drupal is an open-source program that anyone can
use, regardless of technical ability. It builds and manages dynamic webpages. It can be used
to create content management systems. The IoT marketplace is built on Drupal.
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SIGNIFICANCE AND JUDGEMENT

This section will highlight the proposed work's importance and compare it to existing state-
of-the-art tools. We compared the proposed IoT platform to existing IoT platforms. With so
many types and vendors of IoT platforms, it's hard to know where to start. For example,
consumer applications, enterprise IoT applications, etc. The IoT platform market is complex
because different IoT projects and software applications have different architectures, modes
of connectivity and device management, application development capabilities, and options
to leverage IoT.

To compare the performance of IoT platforms, we chose attributes common to all open-
source technologies. FIWARE and Kaa are two popular open-source IoT solutions. With
these platforms, you can remotely monitor and operate IoT devices. Each IoT platform
serves a unique function and provides unique services. The suggested IoT platform can
register any sensor or actuator. The IoT gadget can be monitored or operated using the
lightweight MQTT protocol. To reduce burden on IoT systems, the suggested method
separated the marketplace from the platform (Pasupuleti & Adusumalli, 2018).

CONCLUSION

This study proposes an IoT platform and control service based on CoT virtual objects. This
article describes how to design and build an architecture that allows the public to register,
discover, and access IoT devices. In this study, we created a safe and reliable IoT
infrastructure for device registration. For security reasons, registration requires
authorization and verification. The authorization process will prevent unauthorized users
from registering IoT devices. The model, IP address, and MAC address of an IoT device will
be checked to verify its existence. The suggested system also allows for device discovery
and sharing. The visibility mode of IoT devices can be configured to public or private. IoT
Marketplace helps users find essential IoT devices. The IoT Marketplace allows users to
monitor and operate IoT devices. During software tool testing, the proposed system
outperforms FIWARE. The proposed IoT platform outperforms FINARE. Next, we can
compare the proposed system's performance to other lightweight communication protocols
like CoAP.
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